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Logicky pohlad na Internet

Internet je skupina navzajom poprepajanych
Autondmnych systémov (AS)



AutondOmny system

= Autonomny system (AS) je skupina sieti a smerovacov, ktora pouzivaju
spoloCnu smerovaciu politiku a patria pod spoloCnu administrativnu
doménu

= Smerovacia politika: spésob vyberu ciest do réznych cielov, filtrovanie
smerovacich informacii, oznamovanie smerov...

= Administrativha domeéna: dosah administrativne] pradvomoci spravcu

= Vo vnutri AS mbze pracovat jeden alebo niekolko IGP
= AS vSak ako celok patri spravidla jednej organizacii

= Zvonku je AS vnimany ako jedna nerozdelena entita
= VVSetky Clenské siete v AS su v iom z pohladu inych AS priamo dostupné

=V pripade, ze je AS pripojeny na verejny Internet s pouzitim EGP (BGP)
= AS musi byt pridelené IANA



Autondmny system

= AS su Cislované — ASN

= Cisla AS rozdeluje IANA na regionalne internetové registre,
= Ti nasledne pridefuju AS jednotlivym Ziadatelom
= Regional Internet Registry (RIR):
= ARIN (Severna Amerika)
= RIPE NCC (Eurépa, Stredny Vychod, Stredna Azia)
= APNIC (Azia, Pacificka oblast)
= LACNIC (Latinskd Amerika, Karibik)
= AfriNIC (Afrika)
= \/ suCasnosti sa pouzivaju 2B Cisla (0 — 65535)
= RFC 4893 Specifikuje pouzitie 4B Cisel (v dekadickom zapise 2B.2B)
= Cast priestoru od 64512 po 65535 je vyhradena pre privatne ASN

= |ANA nastoji na tom, aby organizacie, ktoré chcu mat’ vlastne

Cislo AS, avsak maju iba jediného ISP a zdielaju jeho
smerovacie politiky, zasadne pouzivali privatne ASN

= Privatne Cisla AS sa objavuju len v sieti ISP a si zamenené za ASN
providera, ked sa prenasaju do inych AS



Struktdra Internetu - AS infrastruktira
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Internet users
(business, consumers, efc)

= Jednotlive AS (ISP AS) sa prepajaju cez Internet Packet Exchange (IPX)
Gateways Vv tzv. Internet Exchange Points (IXP)
= |[XP je priamy prepoj, cez ktory si ISP vymienaju navzajom svoje data
= A redukuju mnozstvo, ktoré musia posielat’ cez svojich tranzitnych providerov
= Peering:

= dobrovolny prepoj AS za ucelom vzajomnej vymeny dat (,ak preposlesS moje ja preposlem
tvoje”)



ISP AS infraStruktura
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Svetoveé IXP

http://www.datacentermap.com




Eurdopske ISP




IXP na Slovensku

= Slovensko ma dva IXP
body

= BAaKE
= Slovak IXP (SIX) —
WWW.SIX.SK
- SpICkova prevadea - PEERING DOKUMENTY LINKY ENGLISH VERSION
okolo 58Gbps
. _ F-H BRATISLAVA 2 KOSICE
= Priemer: okolo WKOSIC
28Gbps Prehlad aktivmych peeringaov Prehlad aktivnych peeringov:
Prehlad zataze liniek Prehlad zataZe liniek
- 53 peerov Looking glass Looking glass
Stalo sa.. Stalo sa...
@t @:
Centrum wypottove| techniley STU Ustav wypoctove] techniky TU Kodice
MNam. slobody 17, 812 43 Bratislava B. Memcovej 3, 042 01 KoZice
tel.: 02/524 51 301, 02/529 61 573, tel.- 055/602 51 56, 055/602 50 00,
fax: 02/524 94 351, e-mail: six-ba@six sk fae: 055/625 35 82, e-mail: six-ke@six.sk

Webstranky pouZivaji kddovanie UTF-8


http://www.six.sk/

AutondOmny system

= Autonodmne systémy sa tradiCne rozdeluju na 3 druhy
= Single-homed

= AS, ktory ma jediny hrani¢ny router do ostatného sveta

= Single-homed AS ¢astokrat vobec nepotrebuju EGP routing

= Multihomed

= AS, ktory ma viacero hrani¢nych routerov do ostatného sveta

= Napriek tomu, Ze sa pripaja viacerymi vystupnymi bodmi,
nedovoluje, aby cez neho tiekla cudzia prevadzka

= Transit

= AS, ktory ma viacero hraniénych routerov do ostatného sveta a sluzi
na prenos tranzitnej prevadzky (medzi inymi AS)



Smerovanie medzi AS

OSPF 64520 AS 65500
EIGRP

=Vo vnutri AS sa pouzivaju IGP
= Medzi AS sa informacie vymienaju pomocou BGP

= Smerovanie medzi AS
= Cez aky dalsi AS sa dostanem k cielu?
= Ako sa po najkratSej ceste dostanem k tomuto susednému AS?



|IGP verzus EGP

*|nterior gateway protocol (IGP)

= Smerovaci protokol pracujuci vo vnutri Autonomous System (AS).
= Napr. RIP, OSPF, a EIGRP

= Exterior gateway protocol (EGP)
= Smerovaci protokol pracujuci medzi roznymi AS
= BGP je tzv. interdomain routing protocol (IDRP) a je aj EGP

IGPs: RIP, OSPF, EIGRP

l"-_j_’_:.___ l *“-:}:C.___ EGPs: BGP : - tf-j_ _ \
= : ‘.f" : f;

Autonomous system 65000 Autonomous system 65500




Smerovanie medzi vs. vnutri AS

= Smerovanie medzi AS sa zasadne liSi od smerovania vo
vnutri AS

= |GP protokoly:
= Susedné smerovace sa navzajom objavuju automaticky
= Snahou IGP je vymenit' si Co najkompletnejSiu informaciu
0 vnutornej topoldgii AS a jeho ¢lenskych sietach
= Svet za hranicami AS je ,zahmleny*

= Nahradeny sumarnymi smermi alebo vyuzitim default route, vzdy bez
topologickej predstavy

= Metrika odraza vyhodnost trasy na zaklade pocCtu hopov, prenosovej
rychlosti, oneskorenia, zataze, teda jej prenosové vilastnosti



Smerovanie medzi vs. vnutri AS

= Smerovanie medzi AS sa zasadne liSi od smerovania vo
vnutri AS

= EGP protokoly (BGP):

= Susedné smerovaCe musia pre vzajomnu komunikaciu byt explicitne
nakonfigurované

= EGP protokoly sa nezaujimaju o vnatornu topolégiu AS
= RieSenie vnutornej dosiahnutelnosti prenechavaju IGP

= EGP protokoly sa zaujimaju o hrani¢né smerovace na okrajoch AS a
0 vzajomne prepojenie AS medzi sebou

= Metrika sa sklada z parametrov, ktoré vyjadruju pévod siete
a cestu cez tranzitné AS (Path), jej lokalnu preferenciu

= neodraza nutne fyzicky charakter cesty, ale jej administrativne
vlastnosti;



Smerovanie medzi AS

= Smerovanie medzi AS musi byt zaru€ene bezsluckové

= Objem vymienanych informacii je obrovsky — desiatky az stovky
megabajtov informacii obsiahnutych v smerovacich tabulkach

= Internet Core ( )
= =>457.595 v roku 2013 (407.000 v roku 2012) CIDR poloziek
= =>44.329 v roku 2013 (40659 v roku 2012) AS

= \Vyber ciest sa nerealizuje na zaklade ich prenosovych charakteristik,
ale na zaklade dohodnutych smerovacich politik a administrativnych

rozhodnuti T

v


http://bgp.potaroo.net/
http://www.cidr-report.org/
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Moznosti hasadenia
BGP v ,Enterprise”




Struktira AS

= M&ze byt hierarchicka
= Ale nie je podmienka

= RozliSuju sa tri typy vztahov
= Customer - Provider

= Zakaznik (AS) plati poskytovatelovi (AS) za pristup k internetu.
= Poskytovatel poskytuje tranzitnu sluzbu
= Koncovy zakaznik plati ISP,
= a ISP na nizSej urovni (“tiers”) plati ISP na vysSej urovni
= Peers
= AS ktoré si umoznuju navzajom tranzit
= Napr. ISP na rovnakej drovni
= Customer-Backup Provider
= Zalozny ISP



Pripojenie podnikov/zakaznikov k ISP

= Splnenie poziadaviek ako
= Verejny IP adresny priestor
= RIR -> ISP -> customer
= Prepojenie linkou medzi Enterprise-to-ISP danym typom a BW
= Redundancia pripojenia
= Smerovaci protokol

* RieSenie poslednych dvoch zahffia

= Aké moznosti pripojenia ISP poskytuje?
= L2 VPN, L3 VPN, MPLS VPN,

= Aké moznosti smerovania ISP poskytuje?

= Aké smerovacie udaje budu vymienané?

= Budeme pripojeny na viacerych ISP?
= Budeme pouzivat Load balance alebo PBR?
= Reakcie na vypadky?



Moznosti pripojenia na ISP (medzi AS)

Connecting to One ISP

Connecting to Two or more ISPs

Single-homed

Multihomed

ISP 1

Company A | L _
Internet

:@ ISP 2

Dual-homed

T . —ER

Cption 3 ————

Internet

[Company A | N

Internet
Option 2 ﬁ P ﬁ | _




AS BGP politiky — multihomed prostredie

BGP multihoming

1. Multihoming je najvodnejSie prostredie
pre nasadenie BGP

1.

2. RieSenie prepoja ISP a zakaznika
1.

Customer
AS 64520
172.16.0.016

Pozor vSak na situaciu aby sa siet’ zakaznika
nestala tranzitnou AS pre data ISP

ISP-B
AS 65250
172.17.0.016

1721800016

Kazdy ISP informuje zakaznika (AS) len o
default route

= Default route je posunuta zadkaznikovi a ten
dalej internym smerovacom cez IGP

= NajmensSie naroky na zdroje

= Mobze viest k neoptimalnemu smerovaniu
mimo AS zéakaznika

= Nemame vela moznosti na manipulaciu so
smerovacimi cestami mimo AS

—
L=

Kaidy ISP inform uje o default route a o 3. Kaid)'/ ISP informuje o VéethCh siet’ach.
sietach jeho zakaznikov = V8etky smerovade v tranzit ceste musia mat’
= Tieto cesty su dalej posunuté internym BGP na vymenu updates

smerovacom = Smerovanie je najpresnejSie
- g?nggame je presnejSie ako v prvom = Najvyssie poziadavky na zdroje zakaznika

= Def. routing mbéze viest k neoptimalnemu
smerovaniu mimo AS zakaznika

= Potencionalna zataz pri redistribucii vela
ciect 7 RGP do IGP



Priklad: Default Routes from All Providers

Zakaznik distribuuje
svoje siete na ISP
dynamicky

AS 64520
172.16.0.0/16

ISP
_ AS 65250
0.0.0.0 ~_ ' 3'/ '
/ 0.0.0.0

Router C chooses the
lowest IGP metric to reach
the default network.

ISP na okrajové
smerovace posiela info
len o default route
(BGP)
= Tie dalej distribuuju
cez IGP

Ostatné si vyberu Def.
Route na zaklade
metriky IGP protokolu

ISP
AS 65000

Pri pouziti niektorych
IGP protokolov (RIP),
moze byt dosiahnuté
neoptimalne
smerovanie



Kedy pouzit/nepouzit’ BGP
= Pouzit BGP
= NajvhodnejSie ak je jasny prinos nasadenia BGP a existuje
najmenej jedna z nasledujucich situacii
= NasSe“ AS ma viaceré prepojenia na iné AS
= Nase“ AS umoziuje tranzit paketom cez seba na ceste do inych AS
= Je potrebna manipulacia s vyberom smerovacich ciest pre pakety
opustajuce AS
= Firma chce odliSit svoju prevadzku od prevadzky ISP
= Nepouzit BGP
= Ak existuje najmenej jedna z nasledujucich situacii

= Jedno pripojenie na Internet alebo AS
= Slabé zariadenie na pozicii okrajovych smerovacov
= Malo pamaéte, nizky vykon
= ,Slabé vedomosti o filtracii ciest a Cinnosti BGP* (dnes odstranime)

= V tychto pripadoch vyhodné nasadenie statickych ciest or default
smerovania



BGP

Zakladné pojmy




Border Gateway Protocol

= BGP je v suCasnosti prakticky jediny pouzivany smerovaci protokol pre
iInter-AS smerovanie

= Je typu Path vector (zoznam AS a atribltov)

= Garantuje bezslu€kovu vymenu smerovacich informacii
= Nedovoluje akceptovat’ update, ktory obsahuje jeho vlastné Cislo AS

= Aktualna verzia: BGPv4 Specifikovana v RFC 4271

= PocCetné dalSie RFC rozSiruju schopnosti BGP o smerovanie multicastov,
podporu MPLS a dalSie

= BGP bezi nad TCP protokolom, ciefovy port 179
= Preto BGP nepotrebuje vlastné error recovery mechanizmy
= BGP patri do rodiny EGP protokolov, no pojem EGP je zaroven aj
meno starSieho externého smerovacieho protokolu, s ktorym BGP
nesuvisi
= Exterior Gateway Protocol je popisany v RFC 904



BGP Path Vector

= |GP funguju na principe oznamenia zoznamu sieti a
zoznamu parametrov o ceste do nich (metrika)

= BGP pouziva informacie o dostupnosti sieti, volanych path
vector

= Path vector informacie zahrnaju

= Zoznam BGP AS Cisel (hop by hop) potrebnych traverzovat na dosiahnutie
cielovej siete
= Na ktoré mézeme aplikovat' Policy routing

= |né atributy zahfriajuce IP adresu ako sa dostat’ do dalSieho AS (next-hop
attribute) a ako sa dostali koncové siete do BGP (origin code attribute).

AS AS
64520 - 64600
Path Advertised:
AS

AS 64700
192.168.24.0
192.168.25.0
172.20.0.0

A

64520 64600 64700
Metworks in 64700:
192.168.24.0 64540
192.168.25.0
172.20.0.0



BGP — Hop by Hop spravanie

AS 64700
A2 160,240
i82.16B.25.0

‘ 1722000

= Aké su moznosti pre AS 64512 dostat sa cez 64520 do 64700?
" 64512 => 64520 => 64600 => 64700

= 64512 => 64520 => 64540 => 64550 => 64700
= AS64512 sa vSak od 64520 dozvie len info 0 najlepSe| route, napr. prvej, nie
o vSetkych

= VSetky dalSie pakety medzi AS 64512 a 64700 cez 64520 pdjdu touto cestou
= Lebo BGP ma hop by hop AS spravanie

= Alebo cez uplne iny AS, napr. 64530, podla politik v 64512




BGP speaker, sused (peer, neighbor)

Not BGP
Neighbors

S
",
BGP l:
OS5 &Neighbors

GP peering
= BGP speaker je kazdy router, ktory hovori BGP protokolom
= Je na nom spusteny BGP

= BGP peers or neighbors (susedia) je pojem, ktory oznaCuje dvojicu
vzajomne komunikujucich BGP speakerov

= VVSetky BGP smerovace nie su susedia kazdy s kazdym

= Maju zalozené TCP spojenie za ucelom vymeny smerovacich
informacii



Komunikaciav BGP

= Ked BGP susedia vytvoria spojenie, vzajomne sa
synchronizuju
= Navzajom si oznamia vSetky najlepsie smery zo svojich BGP
tabuliek
= Po uvodnej synchronizacii sa posielaju iba inkrementalne
aktualizacie — zmeny (pridanie alebo odobranie smeru)

= Inkrementalne aktualizacie su efektivnejSie nez prenosy uplnych
smerovacich tabuliek

= Pri BGP sa jedna o obzvlast zasadnu zalezitost, kedze velkost
smerovacich tabuliek na chrbticovych smerovacoch dosahuje
radovo desiatky az stovky MB

= Udrziavanie susedstva
= Keepalive spravy
= Niec¢o ako Hello v OSPF a EIGRP



Nasadenie BGP v AS

= Z pohladu nasadenia sa rozlisuju dva typy BGP
= Internal BGP (iBGP or IBGP)
= External BGP (eBGP or EBGP)




Externée BGP

AS 65500
—— = AS 65100
f “

-
EBGP 7
Neighbors

EBGP
Neighbors L—

AS 65000

= Ak pomocou BGP komunikuju smerovace
hovorime 0 eBGP (external BGP)

roznych AS,

= eBGP susedia
= Musia byt za normalnych okolnosti priamo prepojeny linkou
= ZvyCajne dosiahnutefny bez pomoci IGP protokolu

= Musia byt zadefinovany (nakonfigurovany prikazom neighbor)
= TCP spojenie musi byt zaloZené skor ako si vymenia BGP updates

= Musia mat odliSné gisla AS



IBGP Neighbors

~
.
"
< =<
AS 65200 AS 65000

= Ak pomocou BGP komunikuju smerovace v tom istom AS, hovorime
0 IBGP (internal BGP)

= IBGP susedia

= Nemusia byt priamo spojeni
= Konektivita na zaklade IGP or static routes

= Za tymto uCelom sa Casto pouziva loopback int

= Musia byt zadefinovany (nakonfigurovany prikazom neighboor)
= TCP spojenie musi byt zaloZzené skér ako sa vymenia BGP updates

= Musia mat rovnaké Cisla AS



Specifika - Nasadenie BGP v Tranzitnych AS
= Tranzitna AS je AS ktora umoznuje smerovanie premavky z
jednej externej AS do inej externe] AS cez seba
= Priklad: AS 65102 je siet’ ISP

= Mame dva okrajové smerovace (router B a E) s BGP
= Medzi sebou maju zalozeny IBGP vztah
= Dosiahnutelnost iBGP peerov je cez OSPF

Network 10.0.0.0

Packet to
- . , network 10.0.0.0
= \V/ Com je problem?

= VSetky smerovace tranzitnej AS musia mat’ informacie o vSetkych externych cestach
= celom internete®

= RieSenie: redistribucia BGP do OSPF
= problém ¢.2: ?
= OSPF nie je stavané na redistribuciu tak velkych smerovacich tabuliek



Nasadenie BGP v Tranzitnych AS - rieSenie

* RieSenim je nasadenie BGP na vSetkych smerovacoch.
= iIBGP na internych smerovacoch s konfiguraciou kazdy s kazdym

= IBGP maju kompletnu smerovaciu tabulku o vSetkych externych cestach
= Vyhneme sa komplikovanej redistribucii

= Poznamka:
= BGP musi byt spustené na vSetkych smerovacoch ,po tranzitnej ceste”

AS 65103

EBGP EBGP

L —

LA




Preco sa rozlisuje IBGP a eBGP?

= Spravanie BGP sa lisi v zavislosti od toho, ¢i komunikacia
prebieha na urovni IBGP alebo eBGP

= Zasadny rozdiel:
= eBGP susedia si navzajom odovzdavaju BGP smery obvyklym
sposobom
= ¢0 som sa cez eBGP naudil, to cez [ubovolné BGP odovzdam,
= a obratene
= IBGP susedia si odovzdavaju informaciu len priamo, nikdy nie
sprostredkovane

= Ak sa router o nejakej ceste dozvie cez iBGP, neodovzda tuto
informaciu nijakému dalSiemu susedovi cez iBGP

= ¢o som sa cez iBGP nauil, to si viBGP necham len pre seba, smiem to vSak
povedat eBGP susedom (synchronization off)

= Je to prisna, ale ucinna ochrana pred vznikom smerovacich sluc€iek



Preco sa rozlisuje IBGP a eBGP?
= Nasadenie iBGP prinasa komplikaciu v tom, ze jeho
nasadenie na vsetkych smerovacoch v AS nie je
povinné/nevyhnutné
= Non Tranzit AS

= Je potrebné zabezpedit aby kazdy iBGP mal rovnakd smerovaciu
informaciu bez moznosti vzniku smerovacich sluciek vo vnutri AS

= Preto existuje dané spominané pravidlo, kde

= IBGP susedia si odovzdavaju informaciu len priamo, nikdy nie
sprostredkovane*

= Toto spravanie si vynucuje zavazny architekturalny rys pri
iImplementacii BGP vo vnutri AS

= VSetky IBGP smerovacCe v danom AS musia byt navzajom BGP
peermi (konfiguracne, nie fyzicky)

= zapojenie iIBGP smerovacov v topoldgii kazdy s kazdym, tzv. ,Full Mesh*®

= Nedodrzanie tohto predpokladu vedie k nekonzistencii smerovacich
tabuliek a potencionalnemu vzniku smerovacich sluciek



Implementacia BGP (iBGP) v AS

rﬁSEEWE

"
,,,._Fuﬂ’qlml'l-m

[BGP connaclions

» Partial mesh,
B a E nie su
IBGP susedia

*B prijme info 0
zmene od A cez
eBGP a posle
IBGP update na D

preodpokladaju
spojenia full
mesh, preto E 0
zmene
neinformuja,

*"E neméainfoo
dostupnosti sieti
cezB

*Full mesh, B
je iBGP sused
sC,D,E

*B prijme info o
zmene od A cez
eBGP a posle
IBGP update na
C,DaE



BGP Synchronizacia

= BGP synchronizéacia definuje, ze:

= “A BGP router should not use, or advertise to an external neighbor, a
r(C);ute learned by IBGP, unless that route is local or is learned from the
IGP.”

= Ak je synchronizacia zapnuta,

= Smerovac nesmie propagovat cestu naucenu cez iBGP na eBGP router az
kym sa o nej sam nedozvie cez IGP

= Ak je synchronizacia vypnuta

= BGP moze informovat externého BGP suseda aj o cestach naucenych cez
IBGP a ktoré nie su v smerovacej tabulke

= BGP synchronizéacie je defaultne vypnuta v Cisco I0S Software
Release 12.2(8)T a novsich

< —~—_ =Priklad
" AS 65500 — . sl 2 gg é adBI gg je redistribtcia
i~ AN emer (oA eBGP o
j Coaw L, ﬁ‘—.._\‘ e “A, B, C, a D s(i iBGP susedia
( . BaP | '- 4 y o
\ e ' " Aseso00 ) =Co sa stane v sieti AS 65500 ak

| =i e (s w0 F proklamuije siet 172.16.0.0 ak
"'\\[ D'_ i' B',f EBGP * P‘ =Synchro Off

=Synchro On



Tabulky v BGP

» Tabulka susedov — Neighbor table
= Obsahuje zoznam a stav BGP susedov

= BGP tabulka

= (forwarding database, topology database)
= Obsahuje zoznam vSetkych sieti ziskanych od kazdého suseda
= K jednému cielu moze obsahovat niekofko zaznamov
= Ku kazdej ceste si eviduje jej BGP atributy
= Z viacerych ciest do toho isteho ciela je vzdy len jedna BEST
= Smerovacia tabulka — IP routing table

= Zoznam najlepsich ciest do cielovych sieti

= Z BGP tabulky su vybraté len najlepsie cesty
= Pozor: klasicky postup cez AD, prefix, metrika



Typy sprav a stavy
komunikacie

v BGP




BGP Spravy

Marker Length Type

Update Message

Marker Length Type

Notification Message
octets [ ECTIN NCINN D

Marker Length Type

Keepalive Message

Marker Length Type

Kazda zo sprav obsahuje prvé tri polia hlavicky



-
BGP spravy

*Open
= Obsahuje Cislo verzie, ASN, holdtime, BGP router ID

= Posiela sa pri otvarani BGP spojenia medzi susedmi ako prva
sprava
= Ak druha strana s Open suhlasi, poSle Keepalive spravu
= AK je prijem potvrdeny mozu byt vymenené dalsie typy sprav
Octets
Hold Optional

Marker Length Type Version AS BGP ID

Time Length fgulate!

= Keepalive

= Posiela sa periodicky na overenie, Ci sused zije, zodpovedajuco
podla dohodnutého holdtime

= Default 60sekund, hold time je 3x keepalive

Marker Length Type



-
BGP spravy

» Update

= Prenasa vSetky informéacie potrebné BGP na ziskanie
bezsluCkoveého obrazu siete

= Jedna sprava prenasa informaciu len o jednej ceste
= Cestou sa rozumie postupnost’ AS, tato cesta mbze viest k rozli€nym
cielovym sietam
= Viac ciest = viac sprav
= Sprava obsahuje:

» Informacia o nedostupnych sjet

= Atributy cesty

» Network Layer Reachability Information (NLRI) \
= Zoznam sieti (IP_prefixy a netmask) dostupnych touto cestou
Unreachable Routes Path Attributes NLRI
Information Information Information
Unfeasible Withdrawn | Attribute Path
LGS LRl Type Routes Length Routes Length Attributes NLRI




Format NLRI

= NLRI je list <length, prefix> n-tic.
= Jedna n-tica pre kazdy dosiahnutelny ciel.
= Prefix reprezentuje dosiahnutelny ciel
= Prefix length reprezentuje pocet bitov subsietovej masky

IP Address Subnet Mask NLRI

10.1.1.0 255.255.255.0 24,10.1.1.0

192.24.160.0 255.255.224.0 19, 192.24.160.0



BGP spravy

1--Message Header Error

u NOt|f|Cat|On 2--OPEN Message Error
= Posiela sa v pripade chyby a
obsahuje koéd chyby a jej
popis
= BGP spojenie sa po odoslani
Notification ukonci

3--UPDATE Message Error

4--Hold Timer Expired

5--Finite State Machine Error
(for errors detected by the
FSM)

6--Cease (for fatal errors
besides the ones already
listed)

1--Connection Mot Synchronized
2--Bad Message Length
3--Bad Message Type

1--Unsupported Version Number
2--Bad Peer AS

3--Bad BGP Identifier
4--Unsupported Optional Parameter
S5--Authentication Failure
6--Unacceptable Hold Time
1--Malformed Attribute List
2--Unrecognized Well-Known Attribute
3--Missing Well-Known Attribute
4--Attribute Flags Error

5--Attribute Length Error

6--Invalid Origin Attribute

7--AS Routing Loop

8--Invalid NEXT_HOP Attribute
9--Optional Attribute Error
10--Invalid Network Field
11--Malformed AS_path

MNOT applicable
NOT applicable

NOT applicable



BGP stavy pri komunikacii so susedom

BGP sa riadi stavovym strojom a stavmi, ktorymi proces
prechadza

Idle

= Startovaci stav. Sused je definovany, ale zatial sme s
nepokusili kontaktovat ho (neighbor prikaz)

= Mali by sme mat info o ceste na suseda Open
Connect
= So susedom sme zacali nadvazovat TCP spojenie
= TCP SYN odoslané, ¢akame SYN/ACK
Active Keepalive
= TCP zalozené, zatial Ziadne BGP spravy odosl./prij.
Open sent

= Susedovi sme poslali sprAvu OPEN obsahujdcu parametre
spolo¢nej relacie, Cakame na Open z druhej strany

= Ak na odoslani OPEN spravu v stave Open Sent do 5 sekuind
nepride potvrdenie ani zamietnutie, presiivame sa do stavu Active

Open confirm

= Od suseda sme prijali spravu Open, v ktorej sused vyjadruje
suhlas pre peering s nami, Cakame na Keepalive or Notification

Established

= Sme uspesni susedia, mbze zaCat vymena smerovacich
informacii
= MoZeme vymenit keepalive, notification a update spravy

Notn‘" cation

Open
Confirm

Keepalive
Update




RieSenie BGP stavov Active a ldle

= |dle: Ak sused zostava v stave Idle, z nejakeho dovodu nie je
mozné vytvorit s nim TCP spojenie

= Existuje v naSej smerovacej tabulke cesta k tomuto susedovi? Tato
cesta nesmie byt default route!

= Nie je v IP adrese suseda preklep?
= Active: Router poslal OPEN spravu susedovi a Caka (zatial

neuspesne) na odpoved, alebo Caka na vytvorenie TCP spojenia
Z druhej strany

= Stav mOze oscilovat medzi Active a Idle.
= Tato situacia naznacuje na problém vo vzajomnej komunikacii
medzi susedmi. Niektore moznée priciny:
= Sused nema cestu nazad k ndm alebo my k nemu
= Nespravne adresy susedov v konfiguracii BGP
= Sused nas nema nakonfigurovanych ako svojho suseda

= Nezhoda v Cislach AS
= Firewall blokuje komunikaciu medzi nami a susedom



Konfiguréacia

BGP




Spustenie BGP

Router(config)#
router bgp AUTONOMOUS-SYSTEM

= Prikaz definuje, v akom AS sa router nachadza, a otvori
konfiguracny kontext pre protokol BGP

= Na routeri méze bezat najviac jedna inStancia protokolu
BGP

= Cislo AS v zahlavi prikazu sa porovna s &islami AS
definovanymi pri jednotlivych susedoch

= Tak sa zisti, Ci je sused v tom istom alebo vinom AS, nez sme
my.

= Podla toho sa so susedom vytvori iBGP alebo eBGP peering

= BGP ma svoje RouterlD
= VVybera sa rovnakym algoritmom ako pri OSPF, resp. EIGRP



Konfiguracia BGP suseda
- prikaz nerghbor remote-as

Router(config-router)#

neighbor {ip-address | peer-group-name}
remote-as autonomous-system

= Prikaz neighbor definuje suseda a aktivuje s nim peering

= Ip-address Specifikuje ciefovu adresu, na ktoru sa budu posielat BGP
pakety pre tohto suseda

= K danej IP adrese musi existovat’ v naSej smerovacej tabulke nejaka cesta
= Pozor — default route sa na dosiahnutie suseda nikdy nepouZzije!

= Argument remote-as hovori, v akom AS sa nachadza prislusny sused

= Podla toho sa zaklada iBGP alebo eBGP relacia
= IBGP, adresa nemusi byt z priamo pripojenych

= eBGP, adresa musi byt z priamo pripojenych
= Tymto prikazom sa definuju vSetci susedia — externi aj interni

= Medzi dvojicou BGP susedov musia IP adresy uvedené v prikaze neighbor
vzajomne korespondovat

= Zdrojova IP adresa BGP paketov od jedného suseda musi zodpovedat’ IP adrese
v prikaze neighbor u druhého suseda, a obratene



Priklad: BGP prikaz neirghbor

router bgp 65102
neighbor 192.168.1.2 remote-as 65101

AS 65101

router bgp 65101 ///
neighbor 192.168.1.1 remcte-as 65102
neighbor 10.2.2.2 remote-as 65101

router bgp 65101
neighbor 10.1.1.2 remote-as 65101




Problém so zdrojovou adresou pri BGP

= BGP neprijima nevyziadané updates

= Musi mat jasne definovanych susedov (prikaz neighbor)

= BGP paket musi prist' z danej IP adresy suseda

= Nie je problém pri eBGP (musi byt priamo pripojeny), problém je pri iBGP

= Problem pri viacerych rozhraniach iBGP peerov

Loopback 0

‘—--._.\f"

Flo.t.1.
Loopback 0 | o~ —— "~ —— Loopback 0
192.168.1.1 92.168.4.4
A 8 D
10.3.3.1 10.4.4.4

10333 .~ " 104.43

Lol

Loopback 0

AS 65102

192.168.3.3 ¥

Router D pre router A:
neighbor 10.3.3.1
remote-as 65102

Ale IGP dostupnost' D z
pohladu A je cez B:

Cisco smerovace defaultne
ako source IP davaju IP
adresu outgoing rozhrania, tu
10.1.1.1

BGP relacia medzi D a A sa
nezalozi z dovodu odliSnosti
adries




RieSenie - prikaz nerghbor update-source

Router(config-router)#

neighbor {ip-address | peer-group-name} update-source
interface-type interface-number

= Zdrojova IP adresa BGP paketov odosielanych danému
susedovi bude nastavena na IP adresu uvedeného
rozhrania

= Najvhodnejsie je pouzit loopback
= ktory je samozrejme potrebné ohlasit v IGP, aby sused vedel
odpovedat
= |P adresa v prikaze neighbor u suseda bude cielovou

adresou jeho BGP paketov, a teda musi byt nastavena
na IP adresu nasho loopbacku



Prikaz: IBGP s pouzitim loopbackov

AS 65101
AS 65100 ) 1011024 )
i@' 172']ﬁ'1'1 — ~@’ EIGRP .@’)

\’\>-)

\*_,‘1 10.2.2.0/24 2

Lo0 192.168.2.2

AS 65102

Lo0 192.168.3.3

)
192.168.1.% )

R2(config)# router
R2(config-router)#
R2(config-router)#
R2(config-router)#
R2(config-router)#
R2(config)# router
R2(config-router)#
R2(config-router)#
R2(config-router)#

bgp 65101

neighbor 172.16.1.1 remote-as 65100

neighbor 192.168.3.3 remote-as 65101
neighbor 192.168.3.3 update-source loopbackO
exit

eigrp 1

network 10.0.0.0

network 192.168.2.0

R3(config)# router
R3(config-router)#
R3(config-router)#
R3(config-router)#
R3(config-router)#
R3(config)# router
R3(config-router)#
R3(config-router)#
R3(config-router)#

bgp 65101

neighbor 192.168.1.1 remote-as 65102
neighbor 192.168.2.2 remote-as 65101
neighbor 192.168.2.2 update-source loopbackO
exit

eigrp 1

network 10.0.0.0

network 192.168.3.0




eBGP: Dual-Homed Problem

" AS 65102 AS 65101

EBGP )
& %192.153.1.1?53@ $ {3 192.153.1.13&3% )
Lo0192.168.02 19216813328 ppgp <: 192.168.1.34/28 0T

= Pri eBGP peeringu
* IGP sa nepouziva

« Jedina adresa dosiahnutelna bez dalSej konfiguracie je IP adresa suseda na priamo

pripojenej sieti, a loopback nie je priamo pripojené rozhranie
= Ak mame navySe eBGP peerov v dual home zapojeni nastava probléem:

« Ak na oboch smerovacoch pouzijeme len jeden prikaz neighbor
* Napr. pouzitie linky 192.168.1.16/28

« A ak linka zlyha, BGP rel4cia je stratend, a pakety nebudu dorucované z AS do AS
» Bez ohladu na existenciu druhej linky

« Ak na oboch pouzijeme dva prikazy neighbor
* Napr. pouzitie linky 192.168.1.16/28 a linky 192.168.1.32/28
¢ Mame redundaciu, ale aj zdvojenie BGP komunikacie




EBGP: Dual-Homed rieSenie

[ AS65102 EBGP AS 65101

& % 192.168.1.17 /28 192.153.1.18&8% )
Lo0192 1ga oo 192.168.1.33/28 - EBGP 192.168.1.34 /28 00192 16223

= RieSenie:
* Pouzitie loopback adries ako pri IBGP

» Konfiguracia prikazom neighbor ebgp-multihop aby BGP proces
vedel, ze sused je dalej ako jeden hop

» Defaultne nastavenie je, ze eBGP sused je priamo pripojeny (def. TTL 1)

« Konfiguracia statickych ciest aby boli loopback adresy vzajomne
dosiahnutelné

* Prinos
» Pouzitie rozhrani s redundaciou, load balancing



BGP prikaz nerghbor ebgp-multihop

Router(config-router)#

neighbor {ip-address | peer-group-name} ebgp-multihop [ttl]

= Tento prikaz umoznuje zvysit poCet hopov medzi nami
a eBGP peerom

= PoCet hopov sa riesi elegantne vyuzitim hodnoty TTL
v |IP paketoch

= Ak sa ttl neuvedie, pouzije sa hodnota 255



Priklad na Multihop EBGP

( A5 oo 192 168.1.17 /28 =BGP 192.168.1.18 /28 A5 o108 )
Lo0172.17.1.1 192.168.1.33/28 - EBGP 192.168.1. 34 /28

Lo0172.16.1.1

\-/ \‘

R1(config)# router bgp 65102

R1(config-router)# neighbor 172.16.1.1 remote-as 65101
R1(config-router)# neighbor 172.16.1.1 update-source loopbackO
R1(config-router)# neighbor 172.16.1.1 ebgp-multihop 2
R1(config-router)# exit

R1(config)# ip route 172.16.1.1 255.255.255.255 192.168.1.18
R1(config)# ip route 172.16.1.1 255.255.255.255 192.168.1.34
R1(config)#

R2(config)# router bgp 65101

R2(config-router)# neighbor 172.17.1.1 remote-as 65102
R2(config-router)# neighbor 172.17.1.1 update-source loopbackO
R2(config-router)# neighbor 172.17.1.1 ebgp-multihop 2
R2(config-router)# exit

R2(config)# 1p route 172.17.1.1 255.255.255.255 192.168.1.17
R2(config)# 1p route 172.17.1.1 255.255.255.255 192.168.1.33
R2(config)#




BGP prikaz nerghbor shutdown

Router(config-router)#

neighbor {ip-address | peer-group-name} shutdown

= Administrativne deaktivuje vybraneho suseda

= Prikaz nielen ukonCi BGP relaciu ale aj odstrani vsetky tykajuce
sa smerovacie informacie

= VVyuziva sa pri udrzbe konfiguracie a zmenach
smerovacich politik

Router(config-router)#

no neighbor {ip-address | peer-group-name} shutdown

= Opatovne aktivuje suseda, ktory bol deaktivovany
= Pozor — prikaz neighbor activate sluzi na mierne iny ucel:
aktivacia suseda pre konkrétny typ sietovych adries (nebudeme
sa ucit)



Nastavenie sieti v BGP - prikaz network

= SU dve moznosti na Sirenie sieti v BGP
= Prikaz network
= Redistribucia z IGP (Pre problémy sa neodporuca)

Router(config-router)#
network NETWORK-NUMBER [mask NETMASK] [route-map MAP-TAG]

= BGP zaradi siet' s presne danou adresou siete a presnou maskou do
zoznamu sieti, ktoré oznami svojim susedom

= Spravanie prikazu je zasadne odlisné od jeho vyznamu v IGP protokoloch

= |GP prehlada rozhrania — ak nejaké rozhranie ma IP adresu
z rozsahu adries daného tymto prikazom, potom do IGP bude zaradena cela
siet tohto rozhrania

= BGP prehlada smerovaciu tabulku — musi v nej ngjst siet so zhodnym cCislom a
maskou (nezavisi na povode informacie)
= Ak je zadany prikaz network s classfull sietou bez masky, a BGP ma
aspon jednu subnet z rozsahu v smerovacej tabulke
= Posle info o classfull sieti (nie subnete)
= Qverit ...... skor je to no auto-summary



. ________________________________________________
BGP cesta musi byt v IP smerovacej tabul'ke

= Je dblezité zdoraznit, Ze ak ma byt dana siet Sirena cez
BGP musi dana siet s danou maskou existovat v
smerovacej tabulke

= Ak nie je definovana maska, pouzije sa classful default maska

= Napriklad sumarizacia viac sieti do CIDR bloku
192.168.0.0/16:

network 192.168.0.0 mask 255.255.0.0
Ip route 192.168.0.0 255.255.0.0 nullO

= AZ teraz BGP najde presnu zhodu pre siet a masku v
smerovacej tabulke a informuje o sieti 192.168.0.0/16 jeho
susedov



-
Sumarizacia — agregaciav BGP

= Do BGP sa siete vnasaju spravidla pomocou redistribucie

= Sumarizacia (v BGP terminoldgii sa tento proces nazyva
agregacia) sa realizuje prikazom

Router(config-router)#

aggregate-address NETWORK MASK [summary-only]

= Parameter summary-only zabezpeci, ze sa rozposle iba
agregovana siet, nie aj jej] komponenty
= Potrebné v pripadoch, ze niekomu chceme poslat agregat, inemu
zasa SpecifickejSie komponenty

= Prikaz aggregate vyzaduje aby agregované siete boli v
smerovacej tabulke



Budovanie BGP Routing Information Base

BGP RIB

Network
*>160.10.1.0/24

*>160-19-3-0/24 0.0.0.0 i

Next-Hop Path
0.0.0.0 i

router bgp 100
network 160.10.1.0 mask 255.255.255.0
network 160.10.3.0 mask 255.255.255.0
no auto-summary

10{112.0/24

7

160.10.1.0/24
160.10.3.0/24

w X0O OO

153.22.0.0/716
192.1.1.0/24

BGP s prikazom ‘network’

Route Table



Budovanie BGP Routing Information Base

BGP RIB
Network Next-Hop Path
*> 160.10.0.0/16 0.0.0.0 i
* i 192.20.2.2 i
s> 160.10.1.0/24 0.0.0.0 i
s> 160.10.3.0/24 0.0.0.0 i

router bgp 100
network 160.10.1.0 mask 255.255.255.0
network 160.10.3.0 mask 255.255.255.0
aggregate-address 160.10.0.0 255.255.0.0 summary-only
/7~ no auto-summary

101112 Q/24
160.10.1.0/24
160.10.3.0/24

153.22.0.0/716
192.1.1.0/24

w 0O O O

Prikaz ‘aggregate-address’

Route Table



Budovanie BGP Routing Information Base

BGP RIB
Network Next-Hop Path
*> 160.10.0.0/16 0.0.0.0 i
* i 192.20.2.2

s> 160.10.1.0/24 0.0.0.0
s> 160.10.3.0/24 0.0.0.0

*> 192.1.1.0/24 0.0.0.0 ?

/\

L A

router bgp 100
network 160.10.0.0 mask 255.255.0.0

redistribute static route-map foo
no auto-summary

access-list 1 permit 192.1.0.0 0.0.255.255

D 10J12.0/24

b 160.10.3.0754 route-map foo permit 10
R 153.22.0.0/16 match ip address 1

[S 192.1.1.0/24

Redistribucia

Route Table



Budovanie BGP Routing Information Base

OUT Process

IN Process

BGP RIB AS 200

Network Next-Hop Path
*>1160.10.1.0/24 0.0.0.0 i
*>1160.10.3.0/24 0.0.0.0 i

*>173.21.0.0/16 192.20.2.1 100

\ 7

Network Next-Hop  Path
173.21.0.0/16 192.20.2.1 100

« BGP “in” proces
e Prijem info o ceste od suseda (peer)

* Umiestnenie BGP cesty do BGP tabulky
* “najlepSia cesta” je oznacCena (denoted by “>”



BGP Routing Information Base

OUT Process

IN Process
BGP RIB AS 200
Network Next-Hop Path
*>i160.10.1.0/24 0.0.0.0 i
*>i160.10.3.0/24 0.0.0.0 i

*> 173.21.0.0/16 192.20.2.1 100

A} T

Network Next-Hop  Path
160.10.1.0/24 192.20.2.2 200
160.10.3.0/24 192.20.2.2 200
173.21.0.0/16 |192.20.2.2| 200 100

 BGP “out” proces
« Update na zaklade info v RIB

* MOGze byt modifikovany na zaklade politik
» Poslanie update peerovi

Zmena Next-Hop



BGP Routing Information Base

BGP RIB
Network Next-Hop Path
*>i160.10.1.0/24 0.0.0.0 i

*>5160.10.3.0/24 0.0.0.0 |
*> 173.21.0.0/16 192.20.2.1 100

10{1]2.0/24
1

D 2. . . . .
D 169.40.1.0/24 » Best paths installed in routing table if:
).10.3. . . .

R 153.2£.0.0/16 » prefix and prefix length are unique
S 197/A.1.0724 « lowest “protocol distance”
B 173.21.0.0/16

Routing Table



Posielanie default route v BGP

=V BGP sa da poslat’ default route vybranému susedovi
prikazom

Router(config-router)#

neighbor {ip-address | peer-group-name} default-originate

= Default route na aktualnom BGP routeri nemusi existovat
(na chrbtici internetu neexistuje default route)



BGP Synchronizacia

= Disabled by default in Cisco 10S Software Release
12.2(8)T and later

= Povolenie
Router(config-router)# synchronization

= Zakazanie
Router(config-router)# no synchronization




NI
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Diagnostika BGP




Prikazy na overenie a diagnostiku BGP

Zobrazi polozky v BGP tabufke

show Ip bgp Mo6zeme Specifikovat adresu siete na ziskanie blizSich
informacii o danej sieti.

. - Zobrazi detailné informacie o TCP a BGP spojeniach na
show 1p b neighbors
P bdp J susedov (BGP table).

show ip bgp summary Zobrazi stav vSetkych BGP spojeni.

show 1p bgp neirghbors
{address} advertised-
routes

Zobrazi vSetky cesty (smery) ktoré su zasielané na
susedov.

Zobrazi BGP cesty (smery) ktoré neboli inStalované do
routing information base (RIB), a dévod z akého sa tak
stalo.

show 1p bgp rib-
failure

debug 1p bgp
[dampening | events |
keepalives | updates]



Overenie BGP: show 1p bgp

Zobrazi BGP topologicku databazu (BGP tabulku).

Prvy stipec: STATUS CODE

* znamena, Ze next hop R1# show ip bgp
adresa v piatom stipci je BGP table version is 14, local router ID is 172.31.11.1
platna Status codes: s suppressed, d damped, h history, * valid, > best, i -
-t znamen& RIB chybu, a internal, r RIB-failure, S Stale
cesta (smer, route) nebola Origin codes: 1 - IGP, e - EGP, ? - incomplete
inStalovana do RIB Network Next Hop Metric LocPrf Weight Path
- mdZu byt este dalsie kody *> 10.1.0.0/24 0.0.0.0 0} 32768 i
= [ 10.1.0.2 0 100 (Ol
Druhy stlpec: Znak > *> 10.1.1.0/24 0.0.0.0 0 32768 i
358?53’&?35532?3 Sl *>i10.1.2.0/24 10.1.0.2 0 100 0 i :
; _ ’ *> 10.97.97.0/24 172.31.1.3 0 64998 64997 1
thgr:;fé?,:é’giaubﬂ:-if,mena * 172.31.11.4 0 64999 64997 i
: = [ 172.31.11.4 0 100 0 64999 64997 i
Treti stipec: Je bud prazdny *> 10.254.0.0/24 172.31.1.3 0 0 64998 1
alebo obsahuje znak “i” * 172.31.11.4 0 64999 64998 i
- Ak obsahuje znak i, * 10 172.31.1.3 0 100 0 64998 i
smerovac sé dozvedel o tejto r> 172.31.1.0/24 172.31.1.3 0 0 64998 1
sieti cez iBGP suseda r 172.31.11.4 0 64999 64998 i
- Ak je prazdny, BGP sa r i 172.31.1.3 0 100 0 64998 i
nauéjilopo sieti){')d externého *> 172.31.2.0/24 172.31.1.3 0 0 64998 1
peera

Posledny stipec zobrazuije atribut
ORIGIN.

- i znamena, Ze prvy smerovac
pravdepodobne pouZzil prikaz network
na distribuciu info cez BGP.

Cast Path obsahuje
zoznam AS ciest.
Posledné AS Cislo je
originating AS.

Obsahuje zoznam troch
BGP atribatov cesty: metric
(MED), local preference, a
weight.

- ? znamena, Ze siet bola pravdepodobne
redistribuovana z IGP do BGP




Overenie BGP: show 1p bgp rib-farlure

= Zobrazi BGP cesty (smery) ktoré neboli inStalované do
routing information base (RIB), a doévod z akého sa tak stalo

= Priklad

* V Routing tabulke uz existuje dana cesta s lepsim AD.

R1# show 1p bgp rib-fairlure

Network Next Hop RIB-farlure RIB-NH Matches
172.31.1.0/724 172.31.1.3 Higher admin distance n/a
172.31.11.0/24 172.31.11.4 Higher admin distance n/a




Overenie BGP: show 1p bgp PREFIX




Overenie BGP: show 1p bgp summary

Overenie BGP susedov a stavu.

RouterA# show ip bgp summary

BGP router identifier 10.1.1.1, local AS number 65001

BGP table version i1s 124, main routing table version 124

9 network entries using 1053 bytes of memory

22 path entries using 1144 bytes of memory

12/5 BGP path/bestpath attribute entries using 1488 bytes of memory
6 BGP AS-PATH entries using 144 bytes of memory

O BGP route-map cache entries using 0 bytes of memory

O BGP fTilter-list cache entries using O bytes of memory

BGP using 3829 total bytes of memory

BGP activity 58/49 prefixes, 72/50 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent  TblVer [InQ OutQ Up/Down State/PfxRcd
10.1.0.2 4 65001 11 11 124 0 0 00:02:28 8
172.31.1.3 4 64998 21 18 124 0 0 00:01:13 6
172.31.11.4 4 64999 11 10 124 0 0 00:01:11 6
[ A I I W N A N
/ / ! 0 X \ X
RID Verzia . : s ’ i
Sused PocCet < Posledna Pocet Kolko Prefixov
suseda BGP u USXSOVO sprav I:Of;\} verzia sprav v In '.Aékgu(ilgg som prijal od
suseda prijatych || o4 OSF.)Ianych tabulky a Out J UP suselda (Sktate je
od suseda zaslana fronte ogicky
i Sl susedovi established)




Overenie BGP: debug 1p bgp updates

Overenie BGP susedstva po resetovani BGP procesu

R1# debug ip bgp updates
Mobile router debugging is on for address family: 1Pv4 Unicast

R1# clear ip bgp 10.1.0.2

<output omitted>

*May 24 11:06:41.309: %BGP-5-ADJCHANGE: neighbor 10.1.0.2 Up

*May 24 11:06:41.309: BGP(0): 10.1.0.2 send UPDATE (format) 10.1.1.0/24, next 10.1.0.1, metric O,
path Local

*May 24 11:06:41.309: BGP(0): 10.1.0.2 send UPDATE (prepend, chgflags: O0x0) 10.1.0.0/24, next
10.1.0.1, metric 0, path Local

*May 24 11:06:41.309: BGP(0): 10.1.0.
*May 24 11:06:41.309: BGP(0): 10.1.0.
0, path 64999 64997

*May 24 11:06:41.309: BGP(0): 10.
*May 24 11:06:41.309: BGP(0): 10.
metric 0, path 64999

<output omitted>

*May 24 11:06:41.349: BGP(0): 10.1.0.2 rcvd UPDATE w/ attr: nexthop 10.1.0.2, origin i, localpref
100, metric O

*May 24 11:06:41.349: BGP(0): 10.
*May 24 11:06:41.349: BGP(0): 10.

2 NEXT_HOP part 1 net 10.97.97.0/24, next 172.31.11.4
2 send UPDATE (format) 10.97.97.0/24, next 172.31.11.4, metric
0.2 NEXT_HOP part 1 net 172.31.22.0/24, next 172.31.11.4
.0.2 send UPDATE (format) 172.31.22.0/24, next 172.31.11.4,

0.2 rcvd 10.1.2.0/24
.0.2 rcvd 10.1.0.0/24




-
Overenie BGP: show 1p bgp nerghbors

Overenie BGP stavu so susedom.

R1# show 1p bgp neighbors
BGP neighbor i1s 172.31.1.3, remote AS 64998, external link
BGP version 4, remote router ID 172.31.2.3
BGP state = Established, up for 00:19:10
Last read 00:00:10, last write 00:00:10, hold time i1s 180, keepalive
interval 1s 60 seconds
Neighbor capabilities:
Route refresh: advertised and received(old & new)
Address family IPv4 Unicast: advertised and received
Message statistics:
INQ depth i1s O
OutQ depth 1s O

Sent Rcevd
Opens: 7 7
Notifications: 0 0
Updates: 13 38

<output omitted>




NI
CISCO

Reset BGP spojeni

Prestavka, Lab 6-1



Restart BGP spojenia

= Po zmene politik (access-listy pre filtrovanie, zmena hodnot
atributov) sa zmeny prejavia len na novych prijatych alebo
novych odoslanych prefixoch

= Zmena na doposial odoslanych a prijatych prefixoch sa
sama od seba neuskutocCni

= Administrator musi rucne vyvolat akciu, ktora sp6sobi aplikovanie
novych politik
= Spdsoby na vynutenie aktualizacie prefixov:
= Hard reset
= Soft reset
= Route refresh



Hard Reset BGP spojeni
= Reset je technika na informovanie susedov o0 nastani zmeny politik

=Ak nastane Reset relacie, vSetky informacie spojené s relaciou su
zneplatnené a vymazané

Router#
clear 1p bgp *

= ZruSi BGP spojenia so vsetkymi susedmi
= Cela BGP tabulka sa zahodi (flush danych ciest v RT)

= VSetky spojenia prejdu do stavu Idle (zatvori sa tcp) a informacie
sa kompletne musia preniest od susedov nanovo

Router#
clear 1p bgp neighbor-address

= ZruSi BGP spojenie s danym susedom (flush danych ciest v RT)

= Spojenie s tymto susedom prejde do stavu Idle (zatvori sa tcp) a
je potrebné nanovo sa s nim synchronizovat

= Menej drastické nez clear 1p bgp *



Outbound Soft Reset

Router#
clear 1p bgp {* | neighbor-address} [ soft out | out]

= Cesty od daného suseda sa ponechaju v nasich
tabulkach

= PrepoSleme vSak susedovi vSetky nase BGP smery
nanovo bez resetu spojenia

= Spojenie so susedom zostava v stave Established

= Tato volba je idealna pre situacie, ked sa meni
outbound policy

* Prikaz soft out nema efekt, ak sa meni inbound
policy



Inbound Soft Reset

Router(config-router)#

neighbor [ip-address] soft-reconfiguration inbound

= |dea Inbound Soft Reset je pamatat si vSetky informacie

od BGP suseda nefiltrovane v osobitnej databaze
= Pri zmene inbound policy sa vyuzije obsah tejto databazy
namiesto opatovneho stiahnutia dat od suseda

= Tato funkcionalita je pamatovo narocna
= Vyhoda: Nevyzaduje sa akcia druhej strany (resend)

Router#
clear 1p bgp {* | neighbor-address} soft iIn

= Prikaz sp6sobi zabudnutie naucenych informacii od
daného suseda a aplikuje aktualnu inbound policy na
udaje z hore vytvorenej osobitne] databazy



Route Refresh: Dynamicky Inbound Soft Reset

Router#
clear 1p bgp {* | neighbor-address} [soft In | in]

= Tato funkcionalita umoznuje nanovo si vyziadat od
suseda odoslanie informacii, pricom budu podrobené
aktualnej inbound policy

= P6vodna Specifikacia BGP to neumoznovala, pri Route
Refresh sa jedna o dodatocné RFC 2918

= Zavedena nova BGP sprava ROUTE-REFRESH
= Smery odoslané danému susedovi nie su dotknute
= Nevyzaduje sa kopia informacii v osobitnej databaze
= Spojenie zostava v stave Established
= Podporované od verzie 10S 12.0(2)S and 12.0(6)T

= Ak vSetci susedia podporuju Route Refresh, netreba
pisat soft



Monitoring prijatych BGP Routes

Description
show 1p bgp neighbors {address} Displays all received routes (both accepted and rejected)
received-routes from the specified neighbor.

Displays all routes that are received and accepted from the
show ip bgp neighbors {address} specified neighbor.

routes This output is a subset of the output displayed by the
received-routes keyword.
show ip bgp Displays entries in the BGP table.
show 1p bgp neighbors {address} Displays all BGP routes that have been advertised to
advertised-routes neighbors.
Router E1
l/_ BGPF Table show ip bgp neighbors 11-1 advmhad—rmu;\,
1
- et —
| Best | Oubound | o Uﬁdm }"'I ﬁ_1'
show ipbgp +

BGF Table
Subsst
L=arned from
131

Filter Update
% Zdroj: Wendell Odom: CCNP Route
[\shuw ip bgp neighbors I3-1 routes  show ip bgp neighbors 13-1 received-route s /'I Oﬁ|C|a~| Cert|f|cat|0n gL“de

——
u Inbound Recaived | o=
€ € \ |:+1‘

o ————




Atributy v BGP




BGP updates a atributy cesty

= Smerovac posiela BGP update s informaciou o
jednej ceste
= Sprava obsahuje

= Network Layer Reachability Information (NLRI)
= Informacia o sietach dosiahnutelnych touto cestou

= Atribaty cesty (Path attributes)
= Atribaty cesty su BGP metriky popisujuce cestu
do tychto sieti/siete
= BGP ich pouziva na vyber najlepSej cesty
= M&Zzu byt pouzité na policy routing

= Umoznuju adminom lepSiu kontrolu nad vyberom
cesty

= Filtrovanie, preferovanie ciest, kustomizacia BGP
spravania apod.

= Type, Length & Value (TLV)

Update Message

Unfeasible

Marker Length Type Routes Length

Type code 1
Type code 2
Type code 3
Type code 4
Type code 5
Type code 6
Type code 7
Type code 8
Type code 9

BGP Attribute Type

ORIGIN

AS_PATH

NEXT_HOP
MULTI_EXIT_DISC
LOCAL_PREF
ATOMIC_AGGREGATE
AGGREGATOR

Community (Cisco-defined)
Originator-ID (Cisco-defined)

Type code 10  Cluster list (Cisco-defined)

Withdrawn | Attribute Path
Routes Length Attributes

Path Attributes
Information

NLRI



BGP atributy

= Atribut je vlastnost’ smeru, ktora charakterizuje nejaku jeho
vlastnost, a na zaklade ktorej si BGP vybera najvhodnejsiu cestu

= BGP pozna mnoho atributov, ktoré su 4 zakladnych druhov:

= Well-known mandatory:

= atribut, ktory musi povinne podporovat kazda implementacia BGP (well-
known) a ktory musi byt pritomny pri kazdom popise nejakej cesty
(mandatory)

= Well-known discretionary:

= atribut, ktory musi povinne podporovat kazda implementacia BGP (well-
known), ale ktory nemusi byt pritomny v popise cesty (discretionary)

= Optional transitive:

= atribut, ktory nemusi podporovat kazda implementacia BGP (optional),
avSak musi ho preposlat susedom napriek tomu, Zze mu nerozumie
(transitive)

= Optional nontransitive:

= atribut, ktory nemusi podporovat kazda im(flementécia BGP (optional), a ak
mu nerozumie, nesmie ho preposlat susedom (nontransitive)

= VSetky well-known atribaty maju tranzitivhu povahu



BGP atributy

= Well-known mandatory: (pomocka: MONA)
= ORIGIN: p6évod smeru (iBGP, eBGP, neznamy)
= NEXT_HOP: next hop pre dany smer
= AS PATH: zoznam AS na ceste k danému smeru

= Well-known discretionary: (pomocka: DALA)
= ATOMIC_AGGREGATE: info o nerozdelitelnej sieti
= LOCAL_PREF: vyjadrenie lokalnej preferencie

= Optional Transitive:
= AGGREGATOR: zdroj agregovanej informacie
= COMMUNITY:

= Optional Nontransitive:

= MULTI_EXIT_DISC: odporucanie pre vystup z jedného AS do
druhého



-
BGP atributy - Weight

= Okrem toho Cisco zavadza vlastny atribut \Weight
= Lokalny pre dany router a nepreposiela sa nikomu

= BGP atributy mozno nastavovat alebo kontrolovat
pomocou route-map konstruktov

= Kazda kontrola, nastavovanie a filtrovanie sa deje pomocou
prikazu neighbor pre kazdého suseda alebo peer group
nezavisle

= Na rozdiel od IGP, kde sa filtrovanie robi spravidla hromadne,
nezavisle od odosielatela informacie,

= v BGP sa zasa spravidla realizuje filtrovanie pre kazdého suseda
zvlast

= BGP ma stanovené poradie, v akom vyhodnocuje jednotlivé
atributy pre vyber najlepsej cesty



Well-known mandatory atribut: AS PATH

= Atribut AS_PATH predstavuje
zoznam AS, cez ktoré treba prejst,
nez sa dostaneme do cielovej siete

= Ked informacia o nejakej sieti
prechadza medzi eBGP susedmi,

Network Path
180.10.0.0/16 300 200 100
170.10.0.0/16 300 200

A
odosielatel pripoji Cislo svojho AS 0
na zaciatok tohto zoznamu
(prepending)
= AS PATH sluzi ako prostriedok na
eliminovanie smerovacej slucky
= Router v istom AS nemdéze N

akceptovat cez eBGP informaciu,
ktora uz toto Cislo AS v atribute

AS PATH obsahuje
- iBGP AS do AS_PATH 5‘%5({%7

nepridava

Network

180.10.0.0/16
170.10.0.0/16
150.10.0.0/16

Path
300 200 100
300 200
300 400




Well-known mandatory atribut NEXT _HOP

= Atribut NEXT_HOP je IP adresa nasledujuceho hopu

= BGP vidi cestu ako poradie AS systémov, nie ako poradie routerov
= NEXT_HOP vyjadruje IP adresu hraniCného routera v nasledujiucom
AS
= Z toho logicky vyplyva spravanie sa atributu NEXT_HOP

= Pri eBGP (medzi AS) ho nastavi odosielatel na svoju IP adresu
(podla update-source)

= Prechodom cez iBGP (vo vnutri AS) sa jeho hodnota nebude menit

= To ma zavazny dosledok

= Dany iBGP v AS musi poznat cestu k prisluSnému hraniénému
routeru v inom AS (Next-HOP)

= Inak nebude mozné vlozit tento BGP smer do smerovacej tabulky
= Alebo budu pakety pre dany smer dropnuté



BGP Atribut Next_Hop

BGP Update
Messages

Network Next-Hop  Path
150.10.0.0/16 192.10.1.1 200
160.10.0.0/16 192.10.1.1 200 100
Network Next-Hop Path
150.10.0.0/16 192.10.1.1 200
160.10.0.0/16 192.10.1.1 200 100
Network Next-Hop  Path
160.10.0.0/16 192.20.2.1 100




BGP third party next hop

J—-E...,..’:-r
:TeT] R P

AS 64600

172.30.0.0

17E20.0.0

= Za istych okolnosti na
multiaccess sietach moze
byt hodnota NEXT_ HOP
odlisna, vzdy vSak bude
na spolocCnej IP sieti s
eBGP peerom

10.10.10.1 ;
EBGP *

10,790,103 P

N 172.16.0.0

AS 64520 = Ak B posle update A o sieti

192.168.1.0 uvedie ako next
hop nie seba ale 10.10.10.2

=OptimalnejSie z pohladu
smerovania do ciela




BGP atribGt NEXT HOP

= Tato vlastnost m6ze komplikovat:
situaciu pri NBMA sietach alebov /
topolégiach, kde nie je vietkym | 22 il*f'—
BGP speakerom znama cesta k
prisluSnému hranicnému routeru'.

= RieSenie: neighbor A_B.C.D
next-hop-self

= VV smeroch ziskanych z eBGP a
preposielanych na daného iBGP
suseda A.B.C.D zmenime NEXT_HOP
na seba

= Prikaz neplati pri route reflectoroch — v
takom pripade sa da NEXT_HOP
modifikovat' pomocou route-map



Priklad Next Hop Self

N

AS 65100

&

1011024
172.16.1.1 - : )
R T B =~ DA LI
1 2
K I 1 1022004 >_J) N
\
Lo0 192.168.2.2 Lo0 192.168.3.3

\"\>—)

R2(config)# router
R2(config-router)#
R2(config-router)#
R2(config-router)#
R2(config-router)#
R2(config-router)#
R2(config)# router
R2(config-router)#
R2(config-router)#
R2(config-router)#

bgp 65101

neighbor 172.16.1.1 remote-as 65100

neighbor 192.168.3.3 remote-as 65101
neighbor 192.168.3.3 update-source loopbackO
neighbor 192.168.3.3 next-hop-self

exit

eigrp 1

network 10.0.0.0

network 192.168.2.0

Elegantné riesenie ako zabezpecit aby IBGP peer nemusel rieSit
dostupnost IP adresy externého eBGP




Well-known mandatory atribut ORIGIN

= Atribut ORIGIN vyjadruje povod informacie o ceste
= 1“—siet ma poévod v suCasnom AS
= Siet’ je interna pre AS (internal)

= vnesena do BGP prikazom network
= Je v RT napr. cez IGP

= e“—siet je redistribuovana z historickeho EGP protokolu
= EGP uz nie je podporované

= ?*—pobvod siete nie je znamy (Incomplete)
= Alebo nauceny nejakym inym spdsobom (redistribucia)

= Pri vybere cesty sa berie do Uvahy poradie

= |GP < EGP < INCOMPLETE
= NizSi je lepsi



Well-Known Discretionary atribut LOCAL PREF

= Atribut LOCAL_PREF oznacuje preferenciu vystupnej cesty z AS

= Atribut LOCAL_ PREF sa odovzdava len cez iBGP
= Neprechadza cez eBGP
= Je uzatvoreny vo vnutri AS (local)

= Cim vy3$sia hodnota, tym lepsie
= Implicitna hodnota je 100

/Jﬁ e - Priklad
!"'-;:, -i , ( AS 65250 AL 55000
\J\J ————— > B = Dve cesty z AS

64520 do siete
il 172.16.0.0 v
L a AS 65530
Local pref = 200

= Ktoru vybrat™?

j/—\\
P ‘=eds to go to
AS 65500 - 1:016.0.0 in
______________ Local pref = 150

AS 64520



Zmena Standardne] LOCAL_ PREF hodnoty

Router(config-router)#
bgp default local-preference value

= Zmeni hodnotu LOCAL_PREF zo Standardne;
hodnoty 100 na definovanu hodnotu

= \V/Setky smery ohlasené iBGP susedom budu mat
nastavenu danu hodnotu LOCAL_PREF




Well-Known Discretionary ATOMIC_AGGREGATE

= Atribut Atomic Aggregate indikuje, ze cesta bola
sumarizovana

= Atribut varuje, ze ziskana informacia nemusi byt uplna

= Atribut je nastaveny bud na
= True or False
= True = Vystraha Ze viaceré siete boli zluCené do jedného update

= Update zahfia router ID a AS Cislo spolu s Cislom supernet siete

= Za uCelom zjednodusSenia identifikacie smerovaca zodpovedného za
agregaciu



Optional Transitive atribut Community

= Atribut Community sa pouziva na filtrovanie vstupujucich a
vystupujucich ciest

= Pomocou tohto atributu mézu BGP smerovacCe znacCkovat (tagovat)
cesty znacCkou (indicator/tag)

= Na zaklade znacky je mozné vykonavat filtrovanie

= Smerovac, ktory rozumie atributu ho musi propagovat dalej
= Inac drop atributu



Optional non-Transitive atribut MED
= MED je indikacia pre susedny (externy) AS, ktoru z viacerych
moznych ciest do nasho AS ma pouzit

= MED sa inicialne prenesie z nasho AS cez eBGP do susedného AS av
nom sa rozsiri, avsak z neho uz nevychadza dalej

= z neho sa dalej preposiela s hodnotou 0

= MED sa zvykne nazyvat aj ,metrika” a v tomto zmysle plati
= Cim mensia, tym lepsie
= Standardne sa MED porovnava medzi rdznymi cestami do toho istého
ciefa len vtedy, ak tieto cesty prisli z rovhakého susedného AS
= Prepisuje prikaz always-compare-med

B o, N

P = Priklad
{ AS 65500 Y _
172.20.0.0 A = Smerovace B a C distribuuju MED
atribut za u€elom informovania
smerovaca A o preferencii vstupu
do AS 65500

= A si vyberie vstup cez B
= NizSia hodnota MED

172.16.00
AS 65000,



Zmena standardnej hodnoty MED

Router(config-router)#

default-metric number

= Zmeni hodnotu MED zo Standardnej hodnoty O na
definovanu hodnotu

= VVSetky smery ohlasené eBGP susedom budu mat
nastavenu hodnotu MED (metriku) na definovanu hodnotu



Cisco BGP atribut WEIGHT

= Je to Cisco proprietarny atribut
= VVyuzitelny ak dany smerovaC ma viaceré vystupne linky

= Atribat WEIGHT vyjadruje ,mikrolokalnu“ preferenciu smeru

= Atribat lokalny len pre dany router, nepreposiela sa dalej ziadnemu
susedovy

= Cim vy3sia hodnota, tym viac preferovany smer

= Mozné hodonoty od <0,65635>
= Smery, ktoré do BGP vnasame my, maju default WEIGHT 32768
= Smery, ktoré sme sa cez BGP naucili, maju default WEIGHT O

— — = Priklad
Cio-o‘ - AS 65250‘
: &

h
AS 65500 ’W) = Smerovaé A ma dve cesty na
e
weight=200

dosiahnutie siete 172.20.0.0. v AS
172.20.0.0

65250
= CezBacezC
/S

= A na vstupujuce updates aplikuje
lokalnu vahu

\ weight=150 = A si vyberie vystup cez B

AS 64500 = Vy&Sia hodnota WEIGHT



Zmena prednastavenej vahy

= Zmen default vahu pre vsetky cesty od daného suseda

Router(config-router)#

neighbor {ip-address | peer-group-name} weight number

= number: pridelené vaha <0, 65535>

= Poznamka:

= Vahy pridelené v route map cez set weight route-map
prepisuju vahu danu prikazom neighbor weight.



Poradie vyhodnocovania atributov

Uvazuju sa len (synchronizovaneé) smery bez AS slucCiek

a s dosiahnutefnym next hop routerom:

1. Cesta s najvyssim atributom WEIGHT (lokalny pre router)
Cesta s najvyssim atributom LOCAL_PREF (globalny v ramci AS)
Cesta, ktort sme do BGP my sami vniesli (localy originated)
Cesta s najmensim poctom AS v zozname AS_PATH

"N/

"N

Preferuju sa cesty naucené cez eBGP voci cestam naucenym cez iBGP
Preferuje sa cesta s najnizsou IGP metrikou k BGP next-hopu
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Pre eBGP sa preferuju najstarsie (prvé naucené) cesty

A

11. Preferuju sa cesty od peera s najnizSou IP adresou

Z pohladu cert skuSky CCNP ROUTE treba vediet



BGP Peer
Groups, Router

Reflectors &
Autentifikacia




Pouzivanie Peer Group

Router(config-router)#
neighbor PEER-GROUP-NAME peer-group

= Tymto prikazom sa vytvori peer group

Router(config-router)#
neighbor 1P-ADDRESS peer-group PEER-GROUP-NAME

= Tento prikaz zaradi suseda do vybranej peer group

= Peer groups je mozne s vyhodou pouzit, ak mame
skupinu susedov, ktori maju spolocnu ,outbound
policy“ — politiku, ktora filtruje prenos informéacie od
nas k nim

= Clenovia peer group mézu mat rozliéné ,inbound
policies” — vstupné politiky, ktore filtruju prenos
informacie od nich k nam



Pouzivanie Peer Group

= Peer Groups su velmi vyhodné, pretoze
= Aktualizacie su vygenerované pre celt grupu iba raz
= ZjednodusSuje sa konfiguracia

= VSetky filtre, route-mapy a podobné konstrukcie sa aplikuju na grupu,
netreba na jednotlivych Clenov

= Setri sa procesorovy ¢as a pamat, pretoZe smerovacia tabulka sa
pre peer group kontroluje len raz, takisto aktualizacie sa generuju
len raz a replikuju sa

= Peer Group zjednodusuju konfiguraciu, avsak stale je
zachovana poziadavka na full-mesh peerov



Priklad: Pouzitie Peer Grou
Internal

Router C Without a Peer Group

AS 65101

) S

192.168.27.1

192.168.26.1
AS 65100

) S

Oomenove

€]

router bgp 65100 .
neighbor 192.168.24.1 remote-as 65100 Router C Using a Peer Group
neighbor 192 .168.24.1 update-source Loopback
neighbor 192.168.24.1 next-hop-self router bgp 65100
neighbor 192.168.24.1 distribute-list 20 out neighbor internal peer-group
neighbor 192.168.25.1 remote-as 65100 neighbor internal remote-as 65100
neighbor 192.168.25.1 update-source Loopback nefghhnr ?nternal update-source Loopback 0
neighbor 192.168.25.1 next-hop-self neighbor internal next-hop-self
neighbor 192.168.25.1 distribute-list 20 out neighbor internal distribute-list 20 out
neighbor 192.168.26.1 remote-as 65100 neighbor 192.168.24.1 peer-group internal
neighbor 192.168.26.1 update-source Loopback ne?ghhor 192.168.25.1 peer-group %nternal
neighbor 192.168.26.1 next-hop-self neighbor 192.168.26.1 peer-group internal
neighbor 192.168.26.1 distribute-list 20 out
access-list 20 deny 10.0.0.0 0.255.255.255 Distribu€ny list sa pouziva ako v
access-list 20 deny 172.16.0.0 0.31.255.255 i ;
access-list 20 deny 192.168.0.0 0.0.255.255 IGP, ale fl|tl‘Uje len updates ha
access-list 20 permit any susedov




IBGP peering — probléem

4 iBGP Speakers

5 iBGP Speakers



Route reflector

= Route reflector (RR) je BGP router, ktory obchadza
pravidlo, ze cez IBGP sa nesmie odovzdat informacia,
ktora bola prave cez iBGP naucena

= Pomocou RR je mozne zasadne zjednodusit konfiguraciu
BGP speakerov v AS

= Z full meshed logickej topoldgie vznikne logicka hub-and-spoke

= RR si nakonfiguruje vSetky ostatné routery ako svojich susedov a prida
si ku kazdému z tychto susedov riadok

Router(config-router)#

neighbor {ip-address | pg-name} route-reflector-client

= VVSetky ostatné BGP routery si nakonfiguruju RR router ako svojho
suseda uplne beznym spdésobom
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Autentifikaciav BGP

Router(config-router)#

neighbor {ip-address | peer-group-name} password string

= BGP pouziva MD5 autentifikaciu
= Hash sa pocita z hesla (key) a spravy
* Pre kazdého suseda sa mo6ze definovat nezavisly kluc

(heslo) TN, 106402024

AS 65000 AS 65500 )
T
10.64.0.1/24
router bgp 65500 router bgp 65500
neighbor 10.64.0.2 remote-as 65500 neighbor 10.64.0.1 remote-as 65000
neighbor 10.64.0.2 password v6lnelgkel33& neighbor 10.64.0.1 password v6lnelgkel33&




Priklad konfiguracie MD5 autentifikacie

(

-

AS 65000 AS 65500 )

<

10.64.0.0 /24

R1(config-router)#

R1(config)# router bgp 65000
R1(config-router)# neighbor 10.64.0.2 remote-as 65500
R1(config-router)# neighbor 10.64.0.2 password BGP-Pa55wOrd

R2(config-router)#

R2(config)# router bgp 65500
R2(config-router)# neighbor 10.64.0.1 remote-as 65000
R2(config-router)# neighbor 10.64.0.1 password BGP-Pa55wOrd

Diagnostika:

Ak jeden smerovaC ma heslo pre suseda a druhy nema:

%TCP-6-BADAUTH: No MD5 digest from 10.1.0.2(179) to 10.1.0.1(20236)

Ak oba smerovacCe maju hesla, ale nespravne:

%TCP-6-BADAUTH:
10.1.0.2(179)

Invalid MD5 digest from 10.1.0.1(12293) to
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Route mapy v BGP

= Route mapy moézu byt v BGP pouzité na pridelenie alebo
modifikaciu BGP atributov cesty

* Implementuju sa prikazom

Router(config-router)#

neighbor {ip-address | peer-group-name} route-map map-name
{in | out}

= Postup

= Definuj a pomenuj route map (ako popisané v kapitole 4)
= Definuj match kritéria
= Definuj set zmeny

= Urci, ktory atribut a na ktorého suseda sa bude menit

= Over vysledky
= Flushni BGP tabulku (hard/soft)



match prikazy pouzitel'né v BGP

match as-path
match 1p address
match metric

match community

match interface

match 1p next-hop

match 1p route-source

match route-type

match tag

Matches the AS PATH attribute

Matches any routes that have a destination network number address
that is permitted by a standard or extended ACL

Matches routes with the metric specified

Matches a BGP community

Matches any routes that have the next hop out of one of the interfaces
specified

Matches any routes that have a next-hop router address that is
passed by one of the ACLs specified

Matches routes that have been advertised by routers and access
servers at the address that is specified by the ACLs

Matches routes of the specified type

Matches tag of a route
* Partial list



Prikaz match as-path
= Kontrola voCi BGP AS ACL listu

Router(config-route-map)#

match as-path path-list-number

= path-lTi1st-number identifikuje AS ACL <1, 199>



Konfiguracia Autonomous System ACL
= Konfiguracia AS-path filtra

Router(config-router)#

Ip as-path access-list acl-number {permit | deny} regexp

= Konfiguruju sa podobne ako IP ACL
= acl-number: hodnota v rozsahu <1, 500> Specifikujuca AS-path ACL

= regexp regularny vyraz ktory definuje podmienku AS-path filtra



Syntax regularnych vyrazov

= Atom: Jeden znak.
= _ Vyhovuje lubovolny jeden znak
= N musi obsahovat zacCiatok retazca.
= $ musi obsahovat koniec retazca
= \ musi odpovedat znak.

= Quanitifiers (kvantifikatory):

= * yyhovuje vyraz so ziadnym alebo viac vyskytmi (max
neobmedzené)

= + vyhovuje vyraz aspon s jednym alebo viac vyskytmi (max
neobmedzené)

= ? dany znak (atom) so ziadnym alebo max 1 vyskytom
= {n} prave n-krat, {m,n} max. m-krat a min. n-krat

* Range: Sekvencia znakov v hranatych zatvorkach.
= Priklad [abcd], [1-5], [a-€]



Priklady regularnych vyrazov

Regular Expression |Resulting Expression

Expression indicates any occurrence of the letter "a", which

a*
includes none
ot indicates that at least one occurrence of the letter "a" must be
present
ab?a Expression matches "aa" or "aba".
100 _ Expression means via AS100.
_100% Expression indicates an origin of AS100.
~100.* Expression indicates transmission from AS100

$ Expression indicates origination from this AS



-
Prikazy set pouzitelné v BGP

set weight NUMBER  Sets the BGP weight value. <0,65535>
set local-preference Setsthe LOCAL-PREF attribute value. Integer from O to

NUMBER 4294967295. Default 100.
set as-path Modifes an AS path for BGP routes
set origin Sets the ORIGIN attribute value
= Sets the Multi-Exit_Disc (MED) value. Integer from 0 to
metr VALUE —
set metric VALUE 554967295
set community Sets the BGP communities attribute

set automatic-tag Computes automatically the tag value

set 1Ip next-hop Indicates which IP address to output packets
set interface Indicates which interface to output packets
set 1p default next- : :
P hop Indicates which default IP address to use to output packets

set default Indi hich default i ‘ *[(Partial list
Ry e ndicates which default interface to use to output packets



___________________________________________________________________________
Prikaz set as-path
= Modifikuje AS cestu pre BGP routes.

Router(config-route-map)#

set as-path {tag | prepend as-path-string}

Converts the tag of a route into an autonomous system
path. Applies only when redistributing routes into BGP.

tag

Pripoj Cislo ktoré nasleduje za prepend k atributu
prepend AS_PATH pre route, ktora sa zhoduje s route map.

Aplikovatelné na inbound a outbound BGP route maps.

AC9slo AS pridané do atribatu AS_PATH. Rozsah je od 1

as-path-string  , 'sresr Max 10 AS disel méZe byt pripnutych.



Route mapy v BGP

* NEXT HOP
= match ip next-hop {1-99 | 1300-1999 | MENO | prefix-list MENO}
= set ip next-hop A.B.C.D

* ORIGIN

= match route-type local
= set origin {igp | egp | incomplete}

= AS PATH

= match as-path 1-500 (Cislo oznacuje tzv. AS path list)
= set as-path prepend NN N ...



Route mapy v BGP

« LOCAL_PREF:

= match local-preference N
= set local-preference N

« MULTI_EXIT DISC:

= match metric N
= set metric N

* \WEIGHT:

= match neexistuje (atribut sa neposiela)
= set weight N



Zmena atributu Weight (Vaha)

BGP Route Selection Process

= Pouzitie ak je smerovac s
viac rozhraniami
(multihomed).

* Vaha ovplyvni len lokalny
smerovac

e Cesty s vySSou vahou su
preferované

= EXistuju dve moznosti ako
ovplyvnit vahu:
« Zmena vahy pre vSetky cesty
od suseda

* Aplikuj ako sucast neighbor
prikazu (weight)

« Zmena vahy pre Specifickl
siet/cestu — route map

1.

a k~ WP

o

10.

Prefer highest Weight

Prefer highest LOCAL_PREF
Prefer locally generated routes
Prefer shortest AS PATH

Prefer lowest ORIGIN (IGP < EGP
< incomplete)

Prefer lowest MED
Prefer EBGP over IBGP

Prefer routes through closest IGP
neighbor

Prefer routes with lowest BGP
router ID

Prefer routes with lowest neighbor
IP address




Zmenavahy pomocou Route Map

Priklad:

. Srge(rjoygciebpolitiky pre AS 62%40
—r — = vyzaduju, aby sa pre siete z
R4 ral 65020 pouzila cesta cez AS 65030
. Ako to dosiahneme?

« AS path ACL
» Spravime route map pre AS65020

e « ZvySime vahu pre updates od
L suseda z 65030 (10.0.0.1), ktoré
nesu info o sietach z AS 65020

AS 65010 AS 65020

AS 65040

R1(config)# route-map SET-WEIGHT permit 10
R1(config-route-map)# match as-path 10
R1(config-route-map)# set weight 150
R1(config-route-map)#

R1(config-route-map)# route-map SET-WEIGHT permit 20
R1(config-route-map)# set weight 100
R1(config-route-map)# exit

R1(config)# ip as-path access-list 10 permit _65020%
R1(config)#

R1(config)# router bgp 65040

R1(config-router)# neighbor 10.0.0.1 remote-as 65030
R1(config-router)# neighbor 10.0.0.1 route-map SET-WEIGHT in




e
/mena Local Preference

= Pouzité len v AS (medzi iBGP BGP Route Selection Process
sp(?ekrami) 1. Prefer highest Weight
. igecmkwe naj cestu ako opustit 2. Prefer highest LOCAL PREF
- Vy33ia hodnota je preferovana 3. Prefer locally generated routes
- Defaut local preference je 100. 4. Prefer shortest AS_PATH
5. Prefer lowest ORIGIN (IGP < EGP

= Dve moznosti modifikacie:
* Pre vSetky cesty odosielané

< incomplete)

smerova&om 6. Prefer lowest MED
* bgp default local- 7. Prefer EBGP over IBGP
preference value 8. Prefer routes through closest IGP

« Aplikacia na Specificke cesty s neighbor

route mapami 9. Prefer routes with lowest BGP

router ID

10. Prefer routes with lowest neighbor
IP address




Priklad local preference — vSetky cesty

Routes L 1% Bandwidth
Preference 200 Ltilization
o~ e
= - -
IS
AS 65001 [‘I /l/ < AS 65004
R =" Z ~— ISP
: I{Z" fﬁf h} ISP
79% Bandwidth
Utilization

= BGP smerovacie politiky vyzaduju pouzitie R2 na vystup z AS

R1(config)# router bgp 65001
R1(config-router)# bgp default local-preference 200
Ri(config-router)#

R2(config)# router bgp 65001
R2(config-router)# bgp default local-preference 500
R2(config-router)#




Priklad Local Preference a Route Map

~ r/ 172.16.0.0/16
AS 65003

192.168.28.1 | I_;;a AS 65002
— AS 65004

t -
IS5 172.30.0.016

192.168.28.2

—_—

i r“""‘ Loopback 0 on A:
AS 65“]1 / R1 1%.15&;1 A

o

\ *ﬁ_;;"‘ Loopback 0 on C: 192.168.3.3

.l‘--..i'..

o= —— Loopback Oon B:
! 20218822
R4 172.20.50.2

172.20.50.1 22200 172.24.0.0116 N
) ) ,l |SW
= Analyza prevadzky ukazala

* 10% prevadzky ide cez R1 na ISP1 do siete 172.16.0.0
* 50% prevadzky ide cez R2 na ISP2 do sieti 172.24.0.0 a 172.30.0.0.
« Zvysnych 40 percent ide do inych cielov

= Bola zadefinovana smerovacia politika
e Presmerovat prevadzku do siete 172.30.0.0 cez R1



Pouzitie LOCAL PREF: Route Map na smerovaci R1

access-list 65 permit 172.30.0.0 0.0.255.255
!
route-map LOKALNA PREF permit 10
match 1p address 65
set local-preference 400
I

route-map LOKALNA PREF permit 20
1

router bgp 65001

neighbor 192.168.2.2 remote-as 65001

neighbor 192.168.2.2 update-source loopbackO
neighbor 192.168.3.3 remote-as 65001

neighbor 192.168.3.3 update-source loopbackO
neighbor 192.168.28.1 remote-as 65002

neighbor 192.168.28.1 route-map LOKALNA PREF in

R3# show 1p bgp

BGP table version is 7, local router ID i1s 192.168.3.3

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal, r
RIB-failure, S Stale

Origin codes: 1 - IGP, e - EGP, ? - i1ncomplete
Network Next Hop Metric LocPrf Weight Path
* §1172.16.0.0 172.20.50.1 100 0 65005 65004 65003 i
*>q 192.168.28.1 100 0 65002 65003 1
*>71172.24.0.0 172.20.50.1 100 0 65005 1
* 192.168.28.1 100 0 65002 65003 65004 65005 1
* §1172.30.0.0 172.20.50.1 100 0 65005 65004 1
*>j 192.168.28.1 400 0 65002 65003 650041




Zmena AS Path

BGP politika pozaduje aby
prevadzka do AS 65040 vstupovala
AS 65010 AS 65020 / AS 65030 cez R6 v AS 65030

* A nie cez R4 v AS 65010.
Jeden zo spbsobov je zhorsit AS
path atribut (zvySit poCet AS) a tym
Traffic entering AS 65040 ’ ‘e
should use AS 65030 for ZN€VYhodnit’ cestu

preferred way in

172.16.1.1 10.0.0.1

R1(config)# route-map SET-AS-PATH permit 10
R1(config-route-map)# set as-path prepend 65040 65040 65040
R1(config-route-map)# exit

R1(config)# router bgp 65040

R1(config-router)# neighbor 172.16.1.1 remote-as 65010
R1(config-router)# neighbor 172.16.1.1 route-map SET-AS-PATH out
R1(config-router)# exit

R1(config)#




Zmena MED
= MED sa pouziva na BGP Route Selection Process
L e 2. Prefer highest LOCAL_PREF
* Preferovana je nizSia hodnota
MED 3. Prefer locally generated routes
_ 4. Prefer shortest AS_PATH
* Defaultje 0 5. Prefer lowest ORIGIN (IGP <
= POZOr" EGP < incomplete)
_ ) 6. Prefer lowest MED
* MED je vyhodnocovany BGP 7. Prefer EBGP over IBGP

az ako 6 parameter 8. Prefer routes through closest

= SU dve moznosti IGP neighbor
- Pre vietky cesty default- 9. Prefer routes with lowest BGP
metric router ID
- Na 3pecifické cesty s route 10. Prefer routes with lowest

map neighbor IP address




Zmena MED - vSetky cesty

All Routes from AS

©192.168.25.0/24
| 65001 - MED 1001
e
=T ¥ d

>
P — .f-
192.168.26.0/24 o~ S
| L ral) < t |5p‘_

1% Bandwidth

- T Utilization
AS 65001} 3 75% Bandwidth AS 65004
Utilization
' ,,l ispal
192.168.24.0/24 I All Routes from AS
65001 - MED 99

R1(config)# router bgp 65001 R2(config)# router bgp 65001 )
R1(config-router)# default metric 1001 R2(config-router)# default metric 99
Ri(config-router)# R2(config-router)#

= Vysledok

* Preferovane sa pouzije len R2 na vstup



Zmena MED s Route Mapou

Network Med

. 192.168.24.0/24 200

© 192.168.25.0/24 - 192.168.25.0/24 100
- I ' 192.168.26.0/24 100

.---.-...-l"'-—-

»>
7 192.168.28.1 (/=

192! 15325m4_|_ l -~ 4192.168.28.2 . |5
/14213311 . | o L
AS 65001 l P AS 65004 . TEP’
S as ~ O, v 1?220531. “"'-T—-’:"-/’l/
Rz i 172.20.502 ;-. sr2l)
. 192.168.24.0/24 = Network Med

192.168.24.0/24 100
192.168.25.0/24 200
192.168.26.0/24 200




Konfiguracia smerovaca R1

R1(config)# access-list 66 permit 192.168.25.
R1(config)# access-list 66 permit 192.168.26.
R1(config)#
R1(config)# route-map MED-65004 permit 10
R1(config-route-map)# match i1p address 66
R1(config-route-map)# set metric 100
R1(config-route-map)#
R1(config-route-map)# route-map MED-65004 permit 100
R1(config-route-map)# set metric 200
R1(config-route-map)# exit
R1(config)# router bgp 65001
R1(config-router)# neighbor 192.168.2
R1(config-router)# neighbor 192.168.2
R1(config-router)# neighbor 192.168.3
3
2

0 0.0.0.255
0 0.0.0.255

remote-as 65001
update-source loopbackO
remote-as 65001

WWNDN

R1(config-router)# neighbor 192.168.3.3 update-source loopbackO
R1(config-router)# neighbor 192.168.28.1 remote-as 65004

R1(config-router)# neighbor 192.168.28.1 route-map MED-65004 out
R1(config-router)#exit




Konfiguracia smerovaca R2

R2(config)# access-list 66 permit 192.168.24.0 0.0.0.255
R2(config)#

R2(config)# route-map MED-65004 permit 10
R2(config-route-map)# match i1p address 66
R2(config-route-map)# set metric 100
R2(config-route-map)#

R2(config-route-map)# route-map MED-65004 permit 100
R2(config-route-map)# set metric 200
R2(config-route-map)# exit

R2(confid# router bhan 65001
I\h\vvll- vl’l LER=A 2B "] ”ur’

A=A A A~ ==

R2(config-router)# neighbor 192.168.1.
R2(config-router)# neighbor 192.168.1.
R2(config-router)# neighbor 192.168.3.
R2(config-router)# neighbor 192.168.3.
R2(config-router)# neighbor 172.20.50.
R2(config-router)# neighbor 172.20.50.
R2(config-router)# exit

remote-as 65001
update-source loopbackO
remote-as 65001
update-source loopbackO
remote-as 65004
route-map MED-65004 out

PP WWR PR




Ako to vidi ISP smerovac

Network Med
192.168.24.0/24 200
192.168.25.0/24 100

192.168.25.0/24 25.0
] 192.168.26.0/24 100
—_— - — -
o ~ 192.168.28.1 |"— "~
192,168.26.0/24 _I_ 192.168.28.2 N
3’1’32Hm11 =
~ 7
AS 65001 | 4. R AS 65004 ooy
1aaumaa — RO ,ﬁ_, 1
R2 ‘ 172.20.50.2 P n 'k 5 SN h“ ISF’
 192.168.24.0124 — Network Med

192.168.24.0/24 100
192.168.25.0/24 200
192.168.26.0/24 200

ISP3# show 1p bgp

BGP table version is 7, local router ID i1s 192.168.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, 1 -
internal, r RIB-failure, S Stale

Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>1192.168.24.0 172.20.50.2 100 100 O 65001 1
il | 192.168.28.2 200 100 0 65001 1
* 1192.168.25.0 172.20.50.2 200 100 0 65001 1
*>q 192.168.28.2 100 100 O 65001 1
* 1192.168.26.0 172.20.50.2 200 100 0 65001 1
*>q 192.168.28.2 100 100 O 65001 1




Filtering BGP

Routing Updates




Filtrovanie BGP smerovacich updates

= BGP mbze dostavat velké mnozstvo smerovacich
Informacii
= Je vhodné optimalizovat jeho Cinnost hasadenim filtrov
= Dostupné techniky:
= Filter lists

= Prefix lists
= Route maps



Filtering BGP Routing Updates

* [ncoming routes are subject to prefix lists, filter-lists, and
route maps before they will be accepted into the BGP table.

= Similarly, outgoing routes must pass the outgoing route-maps, filter
list, and prefix list before they will be transmitted to the neighbor.

My Router
BGP
> Table >

Incoming Neighbor < Outgoing Neighbor

| prefix-list in } | prefix-list out |

. filter-list in I I(OSPF, ElGRPl filter-list out I
route-map in filter, route-map out filter, | =
t attribut t attribut
aedslatuchi i distribute list out cieikicdniain A

route-map on I
L redistribution




Filtering BGP Routing Updates

= |f redistributing from an IGP into BGP, the routes must
successfully pass any prefix list or route map applied to the
redistribution process before the route is injected into the

My Router
BGP
»  Table >
Incoming Neighbor < Outgoing Neighbor
| prefix-list in I | prefix-list out |
|ﬁ / . lGP ! -
. filter-list in I I(OSPF, ElGRPl filter-list out I
route-map in filter, route-map out filter, | =
t attribut t attribut
aedslatuchi i distribute list out cieikicdniain
route-map on
L redistribution




Aplikacia BGP filtra

= Aplikuj filter list na cesty z alebo na suseda

Router(config-router)#

neighbor {ip-address | peer-group-name} fTilter-list
access-list-number {in | out}

iIp-address IP addresa BGP suseda

peer-group-name Meno BGP peer groupy

access-list-

number Cislo AS-path access listu.

in Aplikacia na incoming routes.

out Aplikacia na outgoing routes.



Priklad BGP Filtra s vyuzitim Prefix Lists

AS 65001 AS 65002

) 172.16.1.0/24 (

— & 2

==

—aay
. 172.16.10.0 y
\)—) &'</~/

R1(config)# i1p prefix-list ANY-8to24-NET permit 0.0.0.0/0 ge 8 le 24

D1 nn-FIn\H- rnll'l-ar hnn Rl—:ﬂﬁ’l
"I COm cCr—ogpP S AvAw =

R1(config-router)# neighbor 172.16.1.2 remote-as 65002
R1(config-router)# neighbor 172.16.1.2 prefix-list ANY-8to24-NET 1In
R1(config-router)# end

R1#

R1# show ip prefix-list detail ANY-8to24-NET

iIp prefix-list ANY-8to24-NET:

Description: test-list

count: 1, range entries: 1, sequences: 10 - 10, refcount: 3

seq 10 permit 0.0.0.0/0 ge 8 le 24 (hit count: 0, refcount: 1)




Priklad BGP Filtra s vyuzitim Route Maps

Multihomed
Customer Salets
R1 ’

Backup ISP

—

L~ Asesszz

AS 65213

Primary
Link

——
\ “ ) AS65387

Primary 1SP|

Ri(config)# 1p as-path access-list 10 permit _65387%
R1(config)# 1p prefix-list DEF-ONLY seq 10 permit 0.0.0.0/0
Ri(config)#

R1(config)# route-map FILTER permit 10
R1(config-route-map)# match ip address prefix-list DEF-ONLY
R1(config-route-map)# match as-path 10
R1(config-route-map)# set weight 150

R1(config-route-map)#

R1(config-route-map)# route-map FILTER permit 20
R1(config-route-map)# match ip address prefix-list DEF-ONLY
R1(config-route-map)# set weight 100

R1(config-route-map)# exit




Priklad BGP Filtra s vyuzitim Route Maps

Multihomed
Customer ~

Backup
Link

/N

Backup ISP
P

| '*f"“i AS 65527

R1

AS 65213 kl*th
Primary
Lirk
L~ o AS65387
Primary 1SP|

R1(config)# router bgp 65213
R1(config-router)# neighbor 10.2.3.4 remote-as 65527
R1(config-router)# neighbor 10.2.3.4 route-map FILTER in
R1(config-router)# neighbor 10.4.5.6 remote-as 65387
R1(config-router)# neighbor 10.4.5.6 route-map FILTER in

R1(config-router)#
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